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(54) A device and method for controlling the quality of service in data networks 



(57) The present invention provides a network ter- 
minating unit (200) configured to receive communica- 
tion signals associated with a packet telephony system 
and modify said signals to maintain the quality of service 



of a data network (108) associated with the packet te- 
lephony system at or below a certain level of quality of 
service independent of the traffic load of the data net- 
work. 
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Description 
: Background of the Invention — . 
Field of the Invention 

[0001] The present invention is directed to a device 
and method for controlling the quality of service a data 
communication network and more particularly to a net- 
work terminating unit for maintaining the quality of serv- 
ice of the data communication network at or below a lev- 
el independent of network traffic. 

Description of the Related Art 

[0002] Communication network operators who pro- 
vide traditional and enhanced telephony services (e.g., 
voice calls, FAX, voice mails), typically via the well 
known Public Switched Telephone Network (PSTN), are 
increasingly using data networks to convey their com- 
munication signals. One particular well known and pop- 
ular data network is commonly referred to as the Inter- 
net. A data communication network is a communication 
network in which communication signals are conveyed 
by communication devices (e.g., wireline telephones, 
wireless telephones, computers, modems, facsimile 
machines, video transmitters and receivers, terminal 
adapters) throughout the network in digital form. 
[0003] The communication signals associated with a 
data communication network (or any other communica- 
tion network) are conveyed in accordance with a proto- 
col: The protocol represents a particular set of rules by 
which all or some of the communication devices within 
a data network (and other types of communication net- 
works) initiate communication, convey information and 
terminate communication. Thus, all or some of the com- 
munication devices which are part of a data communi- 
cation network should transmit and receive communica- 
tion signals in accordance with a protocol. In many data 
networks, these communications signals, which repre- 
sent some type of information (e.g., digital data, digi- 
tized voice : digitized video, facsimile data, protocol in- 
formation) are structured as packets. Packets typically 
consist of header and/or trailer bits plus the user data 
to be conveyed. The header and/or trailer bits on each 
packet contains information required by data network 
protocols, such as source and destination addresses, 
control information, error checking and/or correction bits 
etc. The user information in a packet is often called its 
pay load. Packets are transmitted through a packet net- 
work using a well known technique called packet switch- 
ing. 

[0004] There are many types of packet networks, in- 
cluding variations known as frame or cell networks, e. 
g., frame relay networks, Asynchronous Transfer Mode 
(ATM) networks etc. The term packet network to refer 
to all types of data communication networks that trans- 
mit, receive, switch and otherwise process information 



between endpoints as discrete units, i.e., packets, 
frames, cells, etc. 

[0005] ; In apacket.switching'data network-each pack- * 
et is routed from point to point within the data commu- 
s nicatton network. The path taken by one packet repre- 
senting part of a communication signal can be different 
• from the path taken by other packets of that same com- 
munication signal. Thus, information can be represent- 
ed by a communication signal which comprises at least 

io one packet. One particular type of communication sys- 
tem which uses a data network to convey its communi- 
cation signals is known as Packet Telephony. 
[0006] Packet Telephony is the integration of speech 
compression and data networking technologies to pro- 

15 vide traditional and enhanced telephony services over 
packet switched data networks rather than the PSTN or 
some other telephony system. Thus a packet telephony 
system comprises at least one underlying data network 
through which communication signals associated with 

20 the packet telephony system are conveyed. For exam- 
ple, if two users of the PSTN (Person A and Person B) 
are having a telephone conversation, the analog speech 
signals from A's microphone are digitized by an A/D con- 
verter, typically at 8000 samples/second, 8 bits/sample, 

25 totaling 64Kb its/second. The digital speech samples are 
then compressed to reduce the number of bits needed 
to represent them. The compression ratio is typically in 
the range of 8:1 to 10:1 yielding a bit rate in the range 
of 6400 bits/second to 8000 bits/sec. The compressor's 

30 output is then formed into packets which are transmitted 
through a packet switched data communication network 
to the packet telephony system serving person B. When 
the packets are received by Person B's system, the 
packets are de-packetized, i.e., the header and trailer 

35 bits are removed, and the remaining compressed infor- 
mation bits (i.e., compressed digitized voice) are sent to 
a decompressor. The decompressor output is connect- 
ed to a D/A converter which drives Person B's speaker. 
For a typical 2-party telephone call, packet telephony 

^0 terminating equipment at each end simultaneously im- 
plement both the transmit and the receive functions. 
[0007] FIG. 1 shows an exemplary configuration of a 
packet telephony communication system. For the sake 
of clarity, only two telephones (100, 116) are shown con- 

45 nected to an underlying data network 1 08 via packet te- 
lephony terminating equipment 104 and 112. In an ac- 
tual packet telephony communication system there may 
be hundreds or even thousands of telephones and other 
communication devices connected to data communica- 

50 tion network 108 via packet telephony terminating 
equipment (e.g., 104, 112). Also, an actual packet te- 
lephony communication system may use more than one 
data communication network to convey its communica- 
tion signals. 

55 ^ [0008] Still referring to FIG. 1 , telephones (100, 116) 
are connected to packet telephony terminating equip- 
ment (104, 112) via communication links 102 and 114. 
Communication links 102 and 114 as well as 106 and 
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110 can beany medium (e.g., twisted wire pairs, coaxial 
cables, fiber optic cables, air) through which communi- 
; \- tationsignals'are typically conveyed. Packet Telephony v 

terminating equipment 104 and 112. which can be im- 
plemented with well known standard communication 
equipment such as gateways and routers, accept stand- 
ard analog or constant bit rate digital voice signals (and 
other signals), encode these signals using voice com- 
pression techniques, and create packets from the result- 
ing bit stream. The packets are forwarded to data com- 
munication network 108 which routes them to other 
packet telephony terminating equipment that extract the 
information bits from the packets, decompress the infor- 
mation bits, convert said bits to analog signals which are 
then sent to the telephone handsets (e.g., 100, 116) or 
other communication devices. Thus, fora2-party packet 
telephone call as depicted in FIG. 1 , the Packet Teleph- 
ony network terminating equipment (104, 112) at each 
end of the call are simultaneously compressing, pack- 
elizing, decompressing and de-packetizing voice sig- 
nals and other types of communication signals con- 
veyed in a packet telephony system. A packet telephony 
call is defined as a telephone call between at least two 
users of.a packet telephony system whereby the call is 
made in accordance with the protocols being followed 
by the packet telephony system; the packet telephony 
call includes voice calls, facsimile communications, 
voice mails and other services. 
• [0009] Prior to the use of packet switching in commu- 
nication networks, many communication networks used 
a different scheme known as circuit switching. In con- 
trast to packet switching, circuit switching allocates net- 
work resources to define a specific communication path 
or channel through which communication signals are to 
be conveyed between two points within the network. Cir- 
cuit switching is widely employed in the design of teleph- 
ony systems such as the well known POTS (Plain Old 
Telephone Service) networks or the PSTN in which a 
particular communication path, or channel or circuit is 
allocated specifically for particular users who wish to 
communicate with each other. Because of the manner 
in which circuit switching networks allocate their re- 
sources, circuit : switched networks, such as the PSTN, 
are generally viewed as inefficient relative to packet 
switching networks particularly for sporadic or bursty 
communications. 
- [0010] Unlike circuit switched networks, data commu- 
nication networks which use a packet switching scheme 
do not typically reserve resources for each active user; 
this increases the utilization efficiency of the data com- 
munication network infrastructure with bursty traffic, but 
makes the end-to-end performance highly dependent 
on the (usually uncontrollable) traffic patterns of all the 
users of the data communication network. 
[0011] - The quality of service provided by a packet te- 
lephony system (as perceived by users or operators of 
the packet-telephony system) depends on the values of 
several well known network parameters of.the underly- 



ing data communication network such as packet loss, 
bit errors, delay, delay variation (often called jitter) that 
affect the- quatityof a" 'packet telephony call. "Assuchr^ ' ? * 
many data communication networks are capable of var- 

5 ying levels of quality of service. When packet telephony 
calls are conveyed over data communication networks 
together with varying data traffic, the quality of the calls 
suffers from breakups, dropouts or other unacceptable 
interruptions in the conversations as the parameter val- 

io ues vary outside acceptable ranges. Data communica- 
tion networks can be engineered to provide acceptable 
(as defined by the users and/or network operators) qual- 
ity of service for packet telephony calls under worst case 
loading situations. Such a design approach may, for ex- 

is ample, be used for a packet telephony system that is 
intended to approximate the quality of service of the 
PSTN. 

[0012] The quality of service of a communication sys- 
tem including a packet telephony system is defined by 

20 a set of values for one or more of the network parame- 
ters. For example, a network operator can define an ac- 
ceptable quality of service for a particular packet teleph- 
ony system as having a bit error rate of 10% averaged 
over any one second interval; a packet loss rate of 1 * 

25 packet for every 1 0,000 packets transmitted and a prop- - >v 

agation delay of 25 msec for any packet^Each v -param- - ; - ^ 
eter can also be characterized by a range of values. For •< i 

example, an acceptable packet loss rate can be 1-5 -< {*j 

packets loss for every 10,000 packets transmitted, an ^ 

30 acceptable packet propagation delay can be 25-30 ^ ^ 

msec. Thus, for the last example, a packet loss rate of 
1 or 2 or 3 or 4 packets is acceptable. The acceptable 
quality of service for another network may be defined by ■ .* ^ 
more or less network parameters or even only one net- • 

35 work parameter. The set of network parameters and 

their values (or range of values) used to define an ac- - t -■ 
ceptable quality of service for any particular communi- . 
cation system (including a packet telephbny'-system) - < t 
can be devised by a network operator, the users of the * 

40 system or both entities. 

[0013] It is desirable for many network operators to 
use packet telephony systems to provide 'off-brand' or 
'second tier' services defined as services whose quality 
and price are both lower than the PSTN; these operators 

45 may not wish to cannibalize their traditional profitable 
PSTN services by offering a new service with compara- 
ble quality but lower prices. The second tier or off-brand 
services should, of course, perform at acceptable levels, 
i.e., provide acceptable quality of service as defined by 

5Q the network operators and/or users. However, given the 
difficulty of controlling. the end-to-end quality of packet 
telephony calls due to the effects of unpredictable traffic 
loading .within the underlying data communication net- 
work (i.e., network loading), operators are concerned 

55 that the quality of service of these second tier offerings 
can be quite acceptable (to users and/or network oper- 
ators) during periods of low network load, and degrade 
to the expected lower quality levels as the loading in- 
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creases. Alternatively, if the packet telephony system 
were engineered to provide the desired less-than-PSJN 
quality, of.-serviee: during periods- of flight- traffic, ' heavy-, 
loading is likely to make the service totally unusable. 
The network load can be defined as the amount of users' 
traffic that is being conveyed through a packet telephony 
system at any one time. The network load can also be 
defined as the percentage of the resources contained 
within the packet telephony system which are being 
used at any one time. The network load, thus, should 
reflect the capacity of the packet telephony system that 
is available to potential connected users. The variation 
in the quality of packet phone calls with network loading 
produces random changes in the performance of the 
packet telephony system as perceived by the subscrib- 
ers (or network operators), leading to customer com- 
plaints and mismanaged user and operator expecta- 
tions. 

[0014] Therefore, there is a need for network opera- 
tors to provide a packet telephony system that has an 
acceptable quality of service and which is independent 
of network loading. There is the further need for network 
operators to maintain the quality of service of the packet 
telephony system at a level that is below the quality of 
service of a traditional telephony system (e.g., PSTN) 
independent of the network load. There is yet a further 
need for network operators to provide a packet teleph- 
ony system whereby the parameters of the underlying 
data networks can be maintained at certain values or 
range of values independent of network loading. 

Summary of the Invention 

[0015] The present inventions provides a network ter- 
minating unit configured to receive communication sig- 
nals associated with a data communication network ca- 
pable of varying levels of quality of service. The network 
terminating unit comprises at least one module which 
can modify the received communication signals so as 
to keep the quality of service of the data communication 
network at or below a threshold level independent of net- 
work loading. 

Brief Description of the Drawings 

[001 6] These and other features are delineated in de- 
tail in the foltowing description. In the drawing: 

FIG. 1 shows an exemplary configuration of a pack- 
et telephony system; 

FIG. 2 depicts a Network Terminating Unit of the 
present invention at one end of a packet telephony 
system such as the one depicted in FIG. 1 . 

Detailed Description 

[0017] Referring now to the drawings in which like ref- 
erence numerals identify similar or identical elements, 



FIG. 2 depicts an embodiment of the present invention 
. (Network Terminating Unit 200) connected to underlying 
datacommunication network 1 08'and PackefcTelephony 
Network terminating equipment 104 via communication 
s link 106 and thus forms part of one end of a packet te- 
lephony system. 

[0018] Network Terminating Module 200 is configured 
to modify communication signals associated with data 
communication network 108 capable of varying levels 

10 of quality of service such that the quality of service of 
data communication network 1 08 is maintained at or be- 
low a threshold level independent of network loading. 
The level of the quality of service of data communication 
network 108 is defined by and is thus a function of at 

15 least one measured network parameter value or a set 
of values of various network parameters identified by the 
network operator or the users or both. The quality of 
service level can be quantitatively defined by any 
scheme devised by the network operator or users or 

20 both such that it is represented by at least one number 
or a range of numbers. The network operator or users 
or both can arbitrarily or purposefully set a threshold lev- 
el of quality of service for a packet telephony system. 
Whenever the quality of service level (derived from 

25 measured parameter values) is above the threshold lev- 
el set by. the network operator or users or both, the 
present invention, i.e., network terminating unit 200, 
modifies the received communication signals such that 
the measured level of the quality of service is maintained 

30 at or below the threshold level; this is done independ- 
ently of network loading. Thus, for example, when the 
network load is light, certain network parameters may 
fall outside acceptable range of values, making the 
measured level of the quality of service rise above the 

35 threshold level. In such a case, network terminating unit 
200 will modify the received communication signals 
such that the measured level is at or below the threshold 
level. When the threshold level set by the network pro- 
vider and/or users correspond to a quality of service that 

40 is less than the traditional telephony systems (e.g., 
PSTN), the packet telephony system associated with 
data communication network 108 can thus be charac- 
terized as a second tier or off brand telephony system. 
[0019] Communication signals (e.g., packets) enter 

^5 data communication network 108 via communication 
link 110 from other packet telephony equipment (not 
shown). The received communication signals are routed 
through data network 108 in accordance with a particu- 
lar packet switching scheme and are received by Net- 

50 work Terminating Unit 200 via communication link 106. 
The packets are first received by packet receiver mod- 
ule 202 which extracts certain fields or portions of the 
header and/or trailer depending on the way certain pa- 
rameters are measured. Packet receiver 202 transfers 

55 the packet payloads to synthetic error injector module 
204 and parameter measurement module 206 via paths 
214 and 216 respectively. In many data communication 
networks, data required for the measurement data of 
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various network parameters may be located in the head- 
er and/or trailer portion of the packets. In such cases, 
*^Gket>eG , ei^er , fho^ule^202 can be configured to transr*-- 
f er the incoming measurement data to parameter meas- 
urement module 206. 

[0020] Parameter measurement module 206 is con- 
figured to examine the packet payloads and determine 
the instantaneous values of various parameters (e.g., 
packet loss rate, packet delay, jitter) associated with 
each packet payload. Parameter measurement module 
206 may also maintain measures of certain parameters 
over longer time periods, for example, averaging the 
packet loss rate over some time period. Parameter 
measurement module 206 is further configured to com- 
pare the measured parameter values against their de- 
sired values stored in target parameter value module 
208. Parameter measurement module 206 is able to 
compare the measured parameter values with the de- 
sired values by retrieving the desired values from Target 
Parameter value module 208 via path 210. The desired 
parameter values stored in module 208 are typically set 
by the network operator (or users) and can be used to 
derive the threshold level for the packet telephony sys- 
tem. Parameter measurement module 206 generates 
control signals based on the result of its comparison of 
the measured parameter values with the desired param- 
eter values. The control signals are transmitted to error 
injector module 204 via path 212 and instruct module 
204 as to how to modify the received packets such that 
the quality of service level of data communication net- 
work 108 is maintained at or betow the threshold level 
independent of network loading (i.e., traffic load of data 
communication network 108). 

[0021] Synthetic error injector module 204 modifies 
the received packet payloads by adding appropriate er- 
rors to a stream of packets payloads in accordance with 
the control signals frdm parameter measurement unit 
206. The errors simulate the effect of the parameters on 
data communication network 108 and can be imple- 
mented by various well known techniques. For example, 
the packet loss rate, can be raised by randomly discard- 

- ing packets at a specified rate. Network delay and jitter 
can be realized by randomly delaying received packets 
before delivering them to Packet Telephony Network 
Terminating Equipment 104. There will be instances 
where certain received packets have parameters which 

•are already at or within acceptable values. In such in- 
stances, the control signals generated by parameter 
measurement module 206 will accordingly instruct syn- 
thetic-error injector module 204 not to modify the packet 
stream . - - 

[0022] Still referring to FIG. 2, network terminating 
module 200 monitors measured network parameters by 
comparing each packet received by packet receiver unit 

. 202 and allowing error injector module 204 to modify, if 
necessary, said received packets in accordance with the 
control signals generated by parameter measurement 

. module 206. The monitoring of measured network pa- 



rameters can be done on a continuous basis, a periodic 
basis or aperiodic basis. The network parameters can 
: be^measured by parametef 'measurement ; module r 206 
with the use of well known packet error measurement 

s techniques. For example, parameters such as packet 
loss, packet delay and packet delay variation (jitter) can 
be measured with the use of packet sequence number- 
ing and time stamping. Packet sequence numbering 
and time stamping are well known techniques whereby 

10 each packet is labeled with a time value (e.g., actual 
time of day) and a sequence number prior to being rout- 
ed through data communication network 108 and the 
period of time it takes for the labeled packet to reach its 
destination is measured. The label can be represented 

is by a group of bits stored in the header or trailer portion 
of the packet. Also, typically data communication net- 
works (and other communication networks) contain var- 
ious monitoring equipment (not shown) located through- 
out the network that measure network parameters and 

20 make such data available to other equipment of the net- 
work. Thus, parameter measurement module 206 can 
make use of such data (which can be stored within the 
header or trailer portions of the packets) to generate the 
appropriate control signals to synthetic error injector 

25 module 204. 

[0023] After the packet payloads have been modified 
by synthetic error injector module 204, they are trans- 
ferred via communication link 106 to packet telephony 
terminating equipment 104 for protocol processing 

30 (module 118) and packet telephony processing (e.g., 
decompression and D/A conversion performed by mod- 
ule 1 20). The output of module 1 04 is transferred to user 
100 via communication link 102. 

[0024] As such, the present invention can be used to 
35 maintain the quality of packet telephony calls at or below 
a network operator or user defined threshold level of 
quality of service that is less than the level of. quality of 
service of traditional telephony systems suchras the 
PSTN. The packet telephone calls are dependent upon 
40 one or several network parameters and thus have var- 
ying levels of quality of service. 

[0025] For example, in a packet telephony system 
whose quality of service is a function of the following 
network parameter range of values stored in module 
45 208: 

(a) Packet loss rate = 25-100 packets lost for every 
10,000 packets; 

(b) Packet propagation delay = 100-200 msec; 

50 ( C ) Bit Error = 15-17% averaged over any 1 sec. in- 
terval; 

(d) Packet Delay variation (Jitter) = 50-100 msec. 

the quality of service level can rise above the threshold 
55 level defined by these values if, say, the measured pack- 
et loss rate is 1 packet lost for every 10,000 packets 
transmitted, the measured packet propagation delay is 
25 msec, the bit error rate is 1 2% over any 1 sec. interval 
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and the jitter is 2 msec. The threshold level is selected 
such that it represents a quality of service that is less 
: than'^hakot;therPSTN"or:some other traditional, teleph-*. 
ony system. 

[0026] Without any regard to the traffic load (network 
loading) of data network 108, synthetic error injector 
module 204 may receive control signals from parameter 
measurement module 206 instructing module 204 to 
discard at least 2 packets for every 10,000 packets re- 
ceived, add at least 1 0 msec to the measured propaga- 
tion delay, contaminate incoming pay loads to increase 
the bit error to at least 15% over any 1 sec. interval and 
add at least 2 msec of jitter to the received payloads. 
The severity of the injected synthetic errors is continu- 
ously varied in response to the measurements of the 
network parameters as compared to the stored target 
values. 

[0027] Various methodologies can be created to de- . 
termine when the level of quality of service of a packet 
telephone call has risen above a defined threshold level. 
One methodology that can be devised (by the network 
operator and/or users), for example, is that when all four 
of the measured network parameter values fall within 
the stored target values, parameter measurement mod- 
ule 206 will accordingly generate control signals in- 
structing synthetic error injector module 204 to stop add- 
ing errors. Another methodology can be when a signifi- 
cant percentage (e.g., 3 out of 4) of the target values 
have been reached the parameter measurement mod- 
ule 206 can be designed to instruct module 204 to stop 
adding errors. It is readily obvious to one of ordinary skill 
in the art to which this invention belongs that other ap- 
propriate methodologies can be devised and imple- 
mented. The particular methodology used depends on 
the particular network operator and/or users. 
[0028] It should be noted that modules 202, 204 206 
and 206 of the present invention can be implemented 
with software, firmware, hardware or a combination 
thereof. The modules of the present invention need not 
be co-located; these modules can be located within var- 
ious equipment throughout the data communication net- 
work and the telephony system. Paths 210, 212, 214 
and 216 can be wires, communication links or any well 
known implementations of connecting paths used in 
electronic or electrical circuits. Depending on the partic- 
ular implementations of the modules, the data, informa- 
tion and control signals conveyed between the modules 
can be represented as digital signals, analog signals, 
optical signals, contents or memory locations in memory 
circuits, contents of registers that are part of firmware 
or software programs. 

[0029] Further, one of ordinary skill in the art to which 
this invention belongs will readily understand that the 
present invention (i.e., network terminating unit 200) can 
be located anywhere in data communication network 
108 or integrated into packet telephony network termi- 
nating equipment 104 or even user equipment 100. 



Claims 

T. :V A network; terminating; jjnfc; (200), .CHARACTER- . 
IZED BY: 

s at least one module configured to receive 

communication signals associated with a data com- 
munication network capable of varying levels of 
quality of service, the at least one module being fur- 
ther configured to modify the communication sig- 

10 nals such that the quality of service of the data com- 
munication network can be maintained at or below 
a defined threshold level independent of network 
loading. 

75 2. The network terminating unit of claim 1 where the 
at least one module comprises a packet receiver 
module (202). 

3. The network terminating unit of claim I where the at 
20 least one module comprises a synthetic error injec- 
tor module (204). 

4. The network terminating unit of claim 1 where the 
at least one module comprises a parameter meas- 
urement module (206). 

5. The network terminating unit of claim 1 where the 
at least one module comprises a target parameter 
module (208). 

6. The network terminating unit of claim 1 where the 
at least one module is configured to modify the com- 
munication signals by adding errors to such signals. 

35 7. A network terminating unit CHARACTERIZED BY: 

a packet receiver module (200) configured to 
receive packets associated with a data commu- 
nication network capable of varying levels of 

40 quality of service, the packet receiver module 

being further configured to extract payload in- 
• formation from the received packets; 
a target parameter module (208) configured to 
store desired network parameter values; 

45 a parameter measurement module (206) con- 

figured to receive the payloads from the packet 
receiver module, determine network parameter 
values associated with each payload, compare 
the network parameter values with the desired 

50 parameter values stored in the target parame- 

ter module and generate control signals based 
on the comparison; and- 
a synthetic error injector module (204) config- 
ured to receive the packet payloads from the 

55 packet receiver module and modify the packet 

payloads in accordance with the control signals 
from the parameter measurement module such 
that the quality of service of the data communi- 
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cation network is maintained at or below a 
threshold level independent of network loading. 

8. A network terminating unit (200) CHARACTER- 
IZED BY: 

a packet receiver module (202) configured to 
receive packets associated with packet tele- 
phone calls having varying levels of quality of 
service, the packet receiver module being fur- 
ther configured to extract payload information 
from the received packets; 
a target parameter module configured to store 
desired network parameter values; 
a parameter measurement module (206) con- 
figured to receive the packet payloads from the 
packet receiver module, determine network pa- 
rameter values associated with each payload, 
compare the network parameter values with the 
desired parameter values stored in the target 
parameter module and generate control signals 
based on the comparison; and 
a synthetic error injector module (204) config- 
ured to receive the payloads from the packet 
receiver module and the control signals from 
the parameter measurement module, the syn- 
thetic error injector module being further con- 
figured to modify the packet payloads in ac- 
cordance with the control signals such that the 
quality of service of the packet telephony calls 
is maintained at or below a threshold level in- 
dependent of network loading. 

9. A method for maintaining a data communication 
network at or below a defined threshold level of 
quality of service independent of network loading, 
the method CHARACTERIZED BY THE STEPS 
OF: 

receiving packets from the data communication 
network; 

extracting information and network measure- 
. ment data from the received packets; 

comparing the network measurement data with 
stored data values; 

generating control signals based on the com- 
parison; and 

modifying the information, in accordance with 
. the control signals. 

10. The method of claim 9 where the step of comparing 
network measurement data further comprises the 
step of retrieving store network measurement data. 

11. The method of claim 9 where the step of modifying 
the information in accordance with the control sig- 
nals comprises the step of adding errors to the in- 
formation. 



12. The method of claim 9 where the step of extracting 
information and network measurement data com- 
-vt prises the step of receiving network measurement ^ 
data from the data communication network. 



10 



15 



20 



25 



30 



35 



40 



45 



SO 



7 



C910200A1 I > 



EP 0 910 200 A1 







BNSDOCID: <EP 0910200A1_I_> 



EP 0 910 200 A1 



i — \ — 



D00C 
0000 
QQQO 



j Q_ I — 

: cu CJ> 



ex. 



CJ CO 
CD CO 



CM 



I 



I 



CO 

I— I 



1—4 


YNTHETIC 
ERROR 


[NJECTOR 
MODULE 


c_o 


CO 












»— i 







I ^ 



OJ ^-i 



CD 

CM 



CJUJO 

CLIUX 
CC 



CD 
CVJ 



CO 
OJ 











CVJ 


CC 


uj 

LU CU 


/ 


J^UJ 

LxJ [~. 


-T- *-p- — J 




C_D ^ =Z) 


PARA) 
HEASUf 
HOD 




CC ^ C3 







OJ 
OJ 



— c 




9 



BNSDCCID: <EP. 



0910200A1 I > 



EP 0 910 200 A1 




European Patent 
Office 



EUROPEAN SEARCH REPORT 



EP 98 30 7679 



DOCUMENTS CONSIDERED TO BE RELEVANT 

J Citation of document with tnaica-jon. wnera appropriate. 

j O": icic mail t. fr/U »jC^ si« 



aPl>tlCATION nnt.Cl.61 



X (US 5 400 339 A rSEKTNE KATSUMI 

i 21 March 1995 
a I sk abstract * 

I* column 1 line 20 - column 2. 

I* rniumn 3. line 7 - column 4. 

1* column 5. "line 5-38 * 

1* column 6. line 44-56 * 

■ * f iaures 3 . ? * 



ET AU 



line 44 * 
line 47 * 



11-6 

i 

17-9 



i H04M7/00 
i H04Q11/04 



I WO 
I EL 
! 29 

. * 

i 

;* 



97 19535 A ( VANDERV0RT COLE S ; FAHEL 
TflS E rush TELECOMMUNICATIONS TECH COR) 
May 1997 
abstract * 
naqe 1 . 1 i ne 1-6 * 



page 4. 1 ine 9-17 * 

page 4. line 33 - page 5, line 5 * 

Dage 6. line 26 - page 7. line 10 * 

Dage 8. line 12 - page 9. line 28 * 



■ * page 10. line 18 - page 11, line 12 * 



,7-9 

i 



lECriNtCAL ftELZ/S 



i h04M 
| H040 



» k»; bee^ ijfawn ijo ffw »Mi claims 



rises* u* woilf, 



THE HAGUE 



14 oanuarjf 1995 



r ? a " r ^f5C %QV O c fixer OOC-UMf NTS 



- oartkcuiartv relevant if dombinad wttii anotf«r 
uocument of th« same category 



non-wrmen dBCJoaure 



T : theory or principle underlying ttw invention 
E : oarner pat em oocurrMrn. m-d Mwtr'i«-wO or., c 



D : document cited in Ths duplication 

& ; memtvsr 01 ine same paiera tamtty. corresf>oroif«} 



10 



BNSDOC1D: <EP ^0910200Al_t_> 



EP 0 910 200 A1 



ANNEX TO THE EUROPEAN SEARCH REPORT 
ON EUROPEAN PATENT APPLICATION NO. 



EP 98 30 7679 



The anney lists me paiem lanmy niernueii ;«*=;.» .y w t i i^.^;.; 

- - - ^- _ - c -v-j; - r _i ;„ C7 .-co- D ? W( rtHifo PHP OH 



tn* p, jr ro*«n Patent Office is in no *av liable for these particulars which are merely qjven lex die purpose or inrorx.ation. 

14-01-1999 



patent aociimenr i FuunUiur, j rit^r.: 'i—' 1 ; t o v!? i;,v»»^ i 

j ' -= * - i -* o !? > membercs^ I date i 

" • i : i — *-. — j I 

ijS 5*00339 A 21-03-1995 JP 6014061 A 21-01-1994 j 
j 

W0 9~?19S<S a 2Q-05-1997 US 5764626 A 09-06-1998 ! 

US 5312528 A 22-09-1996 i 

US 5699346 A 16-12-199/ j 

AU 1271997 A "ii-06-199; j 

CA 2237986 A 29-05-1997 j 

EP 0861534 A 02-09-1996 i 



ch For more details about this annex : see Official Journal of the European Patent OHicr. No 1?/fl2 



11 



BNSOOCID: <EP_ 



_0910200A1J_> 



THIS PAGE BLANK (uspto) 



